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What are UF Risk Assessments?

Part of the Integrated Risk Management program at UF 
(https://irm.ufl.edu/)

UF Data Guide (https://irm.ufl.edu/uf-data-guide/)

The guide will help you understand your data type within UF's data classification guidelines. This guide can 
also be used to find approved software and computing infrastructure for use with various data types.
Fast Path Solution (https://irm.ufl.edu/fast-path-solutions/)

Fast Path Solutions is a list of pre-assessed software and computing environments. Currently there are 478 
solutions in this list. If you are working with non-restricted data, you may use software/services listed in the 
Fast Path Solutions without additional review by UF administrative, compliance, and risk management 
offices.
Risk Assessments

Risk Assessments are performed on information systems, including but not limited to,
• Hardware, software, some network connections
• Services (new or existing) products
• Renewal, migration, upgrades, enhancements of a pre-existing system or environment
• Tools, cloud services, applications
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UF Data Guide 
(https://irm.ufl.edu/uf-data-guide/)
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UF Fast Path Solutions
(https://irm.ufl.edu/fast-path-solutions/)
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UF Risk Assessments
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• Each new submission for risk assessment or “Request” is reviewed for the following 
criteria: security, privacy, and alignment with the university’s technology goals. 

• This process involves multiple units, including the Information Security Office, the 
Privacy Office, the Office of the General Counsel, and Procurement Services.

• Library Technology Services facilitates the Risk Assessment process for the Smathers
Libraries.
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If you have a new software, online service, or technology hardware, there will need 
to submit a request to have a risk assessment completed.

• Requests can come from library staff as part of the regular purchasing process.
• For existing technologies, a risk assessment may be needed as part of a license or 

maintenance renewal.

Working with LTS on Risk assessments
• Cliff Richmond – Software, networking, servers.
• Will Chaney – Hardware based requests.

Important Notes
• For any technology that is possibly part of a grant, submitting these as early as possible is 

advisable.
• Risk assessments may take anywhere from a week to possibly over a year to complete 

depending on the type of data and the complexity of the review process that may be 
needed.

7

UF Risk Assessments



What does Library Technology Services do to help?
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What happens next?
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Initial Submission and Categorization Stage

Technology Questions

In-house/Commercial: Is this an in-house built product or commercial product?
Website Development and Web Application Usage:  Will this project involve website development 
and/or web application usage?
Website Authentication: Will new or existing website usage require authorization and/or 
authentication?
Website Shibboleth Usage: Will Shibboleth be used for authorization and/or authentication?
Website Authenticated Users: Who will be authenticating to the new or existing website(s)? 
Website Development Comments: Please list the website address(es) that will be developed for 
this project.
Shibboleth Service Provider Review: Will this project involve a new Shibboleth service provider 
setup or a change to an existing Shibboleth service provider setup?
UF Stored: Will this data be stored at UF? Will all data remain within and under the jurisdiction of 
the State of Florida? 
US Data Jurisdiction: Will all data remain within and under the jurisdiction of the United States? 
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Categorization Questions

Acceptable Downtime: What is the acceptable downtime? 
Acceptable Data Loss: What is the acceptable data loss? 
Remote Access: Is remote access required? 
Direct System Interaction: What is the estimated number of individuals that will directly interact with this system?
Estimated Loss Impact: What is the estimated cost to the university if the system were to be lost?
Health & Safety Impact: Could a substantial or specific danger to health and safety of a person occur due to the malfunction or lack 
of availability of this information system?
Technology Purpose: Provide a detailed description of the technology purpose and how the information will be used.
Data Retention Details: Provide detail on the data retention plans to include:

• Amount of unique personally identifiable information at time of production
• Amount of records that will be stored per year
• Procedure to purge data at time of retention expiration
• How records will be store in all mediums

Data Flow Diagram: Please provide a detailed data flow diagram that identifies:
• All components and physical locations of the information system to include who manages each component
• All network zones used by the information system (Closed Zone, Protected, DMZ, etc.)
• All protocols used between the information system components and any remote information systems
• All data types used between the information system components and any remote information systems
• All remote information systems and access requirements used by those information systems to include source location (Campus, HSC, 
Internet, etc.)
• Boundary of information system (assessment scope)

Supporting Documentation: Provide all supporting documentation for this assessment to include:
• Data Use Agreement (DUA), Business Associate
• Agreement (BAA), Confidentiality Agreement (CA)
• Third party assessment reports
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Create Data Flow and Network 
Diagrams

*Images blurred due to sensitive information
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Create Data Flow and Network 
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